OVHcloud ~
Vg Ovrilos kubernetes

OVHcloud
Kubernetes Tech Lab Poland

Horacio Gonzalez

2023-03-27 - Gdansk
2023-03-28 - £6dz
2023-03-29 - Warszawa

@ Lostin Brittang




Who are we?

Introducing myself and
introducing OVHcloud
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OVHcloud

30 Data Centers 1 Million+ Servers
in 12 locations produced since 1999

Web Cloud & Telcom

1.5 Million Customers
across 132 countries

Private Cloud

%ié 34 Points of Presence

on a 20 TBPS Bandwidth Network

B
@

o 2200 Employees 3.8 Million Websites
@ Public Cloud M orldwide ]~ hosting
. o
— @ 115K Private Cloud 1.5 Billion Euros Invested
Storage VMS running since 2016
. Network & Security Instances running W  Energy efficiency indicator

@B 330K Physical Servers

: 20+ Years in Business
*  runningin our data centers

Disrupting since 1999
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Why do we need Kubernetes?

Taming the complexity of operating containers

CONTAINERS,

CONTAINERS EVERYWHERE
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From bare metal to containers
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From bare metal to containers
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From bare metal to containers
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Dockerfiles, images and containers
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Containers are easy...
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And what about microservices?

Are you sure you want to operate them by hand?
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And what about microservices?

Are you sure you want to operate them by hand?
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Helping to tame de complexity N 4

Docker Docker
f*\}?’f”i}i‘ﬁaﬁ ‘g ﬁmm kubernetes

oL Brittany
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Kubernetes: a full orchestrator v
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Kubernetes cluster: masters and
nodes
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Kubernetes cluster: more details

Vd OVHcloud
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Desired State Management
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Declarative infrastructure
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Desired State Management
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Let's deploy an application
| LoadBalancer " Comprer |

é Browser
I i
| |
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Demo: Hello Kubernetes World

w O\/Hcloud @® My customer account | Contact Sales Webmail Support v Communities v OVHcloud Blog ?‘,%

Bare Metal Cloud  Hosted Private Cloud  PublicCloud  Web Hosting & Domains  Enterprise  Ecosystem  About

(> Public Cloud> Managed Kubernetes (k8s)> Deploying a Hello World application with the OVHcloud Control Panel English (GB) v

Deploying a Hello World
application with the OVHcloud

D Control Panel

Find out how to deploy a Hello World application with the
OVHcloud Control Panel

https://docs.ovh.com/gb/en/kubernetes/deploying-hello-world/
Vd OVHcloud ©@LostIn Brittany @



Needed tools: kubectl

kUberl"IEtOScumentation Kubernetes Blog Training Partners Community Case Studies Versions~ English ~

Kubernetes Documentation / Tasks / Install Tools

Q, Search

Mrome Install Tools

» Getting started

» Concepts
« Tasks kubectl
v Install Tools The Kubernetes command-line tool, kubectl, allows you to run commands against
Install and Set Up Kubernetes clusters. You can use kubectl to deploy applications, inspect and
kubectl on Linux manage cluster resources, and view logs. For more information including a

Install and Set Up complete list of kubectl operations, see the kubectl reference documentation.

Kipeetionimesos kubectl is installable on a variety of Linux platforms, macOS and Windows. Find

Install and Set Up your preferred operating system below.
kubectl on Windows
e Install kubectl on Linux

A _Adainictor o Clhiictan

https://kubernetes.io/docs/tasks/tools/
Vd OVHcloud ©@LostIn Brittany %@
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Putting Kubernetes in production

A journey not for the faint of heart

ONE DOES NOT SIMPLY

DEPLOYS K8S IN PRODUCTION
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Kubernetes can be wonderful
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For both developers and devops
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The journey from dev to production
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It's a complex technology
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The storage dilemma
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The ETCD vulnerability

Vd OVHcloud
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Kubernetes is insecure by design*
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It's a feature, not a bug.

Up to K8s admin to secure it according to needs
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Not everybody has the same security

eeds
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Kubernetes allows to enforce
security practices as needed

\d OVHcloud ©LostIn Brittany %@



Always keep up to date

[ certified )

Both Kubernetes and plugins
4 OVHcloud @LO&t’InBrittmg %@



And remember,
even the best can get hacked
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Remain attentive, don't get too confident
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A managed Kubernetes

Because your company job is to use Kubernetes,
not to operate it!
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Kubernetes is powerful
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It can make Developers' and
DevOps' lives easier
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But there is a price: operating it

Lot of things to think about
9 OVHcloud @ LostInBrittany W



We have seen some of them

Vd OVHcloud
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Different roles

Vd OVHcloud
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Each role asks for very different
knowledge and skill sets
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Operating a Kubernetes cluster is
hard

Kubernetes !

cluster !

- R
{ Moria DB
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Most companies don't need to do it!
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As they don't build and rack
their own servers!
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If you don't need to build it,

ifi :
choose a certified managed solution

 kubernetes
e

You get the cluster, the operator
get the problems
9 OVHcloud @ LostInBrittany W



Demo: A complete app - Wordpress

w O\/Hcloud ® My customer account | ContactSales Webmail Support v Communities v OVHcloud Blog &

Bare Metal Cloud  Hosted Private Cloud  PublicCloud Web Hosting & Domains  Enterprise  Ecosystem  About

(> Public Cloud> Managed Kubernetes (k8s)> Installing WordPress on OVHcloud Managed Kubernetes English (GB) v/

Installing WordPress on
D OVHcloud Managed Kubernetes

Find out how to install WordPress on OVHcloud
Managed Kubernetes

Search OVHcloud documentation

https://docs.ovh.com/gb/en/kubernetes/installing-wordpress/
Vd OVHcloud ©@LostIn Brittany @



Needed tools: helm

Vd OVHcloud
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package manager
for Kubernetes

Helm is the best way to find, share, and use
software built for Kubernetes.

https://helm.sh/
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Helm: a package manager for K8s
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Wordpress is easy...
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Yet is a complete app

Vd OVHcloud
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Specially when deployed in production context
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Persistent storage in Kubernetes

QZB

V' o Kube. lucter load Dalancer
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OVHcloud Managed Kubernetes

Why would you choose ours?

; certifi}‘e@";:

i

kubernetes !

| V49 OVHcloud £ -1
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Certified Kubernetes platform

#, certif‘ied‘v,

M4 OVHcloud

Ei}!"iﬂaﬁﬁé Kubernetfes

l kubemeteﬂ’

certisied Kubernefes 1.24 e
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OVHcloud Managed Private Registry
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Node Pools

)
ir.
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Users can define node pools

controlled from inside Kubernetes
9 OVHcloud @ LostInBrittany w



Autoscaling

Based on node pools

New instances are spawned or released based on load
V‘ OVHcloud @Lmtlﬂar(ttﬁhs w



Kubernetes in a private network

Vd OVHcloud @LostIn Britfany %@



Other features

Healthcare HDS 1 conformity

1SO 27001/27701/27017/27018 conformity
Terraform provider

Control plane audit logs

APl server IP restrictions

https://github.com/ovh/public-cloud-roadmap/projects/1
Vd OVHcloud @Lmﬂnﬁriﬁm& %@



Demo: cluster auto-scaling

w OVHC[OUd ® My customer account | Contact Sales Webmail Support v Communities v OVHcloud Blog %Lé

Bare Metal Cloud  Hosted Private Cloud  Public Cloud Web Hosting & Domains  Enterprise  Ecosystem  About

(> Public Cloud> Managed Kubernetes (k8s)> Cluster autoscaler example English (GB) v

Cluster autoscaler example

Search OVHcloud documentation Q

Last updated May 17", 2022.

OVHcloud Managed Kubernetes service provides you Kubernetes clusters without the hassle of installing or operating

Q) Contribute them.
m Diirino the dav-ta-dav life af vauir cluster voi maviwant ta dvnamicallv adinst the size nf vauir cluster to accommadate tn

https://docs.ovh.com/gb/en/kubernetes/cluster-autoscaler-example/

Vd OVHcloud ©@LostIn Brittany @



Demo: Working with OVHcloud API

w OVHcloud ® My customer account | Contact Sales Webmail Support v Communities v OVHcloud Blog 3I&

Bare Metal Cloud  Hosted Private Cloud  PublicCloud Web Hosting & Domains  Enterprise  Ecosystem  About

(> Public Cloud> Managed Kubernetes (k8s)> Deploying a Hello World with the OVHcloud API English (GB)

Deploying a Hello World with
the OVHcloud API

[ Find out how to deploy a Hello World application with the
OVHcloud API

Search OVHcloud documentation

https://docs.ovh.com/gb/en/kubernetes/deploying-hello-world-ovh-api/
Vd OVHcloud ©@LostIn Brittany



Infrastructure as Code

The perfect companion to a cloud

Terraform

V‘ OVHcloud @Lostin Brittang @



Infrastructure as Code (laC)

im?ﬁﬁ%%‘fﬁ ~ Instructions to pollow step b step
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laC tools

HashiCorp

Terraform

ANSIBLE
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HashiCorp Terraform \

HashiCorp

¥ Tt Terraform

Automate Infrastructure
on Any Cloud

Provision, change, and version resources on any environment.
View tutorials —

View documentation —

Open Source Terraform Cloud

Self-managed | always Managed Terraform
free

Try Terraform Cloud

¢ OVHcloud @ LostInBrittany %@



Modular architecture: providers

E' RPC %Terraform f @r Client
| «— | Provider @ <+—»
Terraform - {3 |"co

b Target
lemr_g APT
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Configuration packages: modules
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Terraform registry

Terraform

Q  Search Providers and Modules

Registr

Terraform Registry

Discover Terraform providers that power all of Terraform'’s resource
types, or find modules for quickly deploying common infrastructure

g configurations.

2
@ Browse Providers @ Browse Modules O Browse Policy Libraries
(>) Browse Run Tasks

2595 providers, 11144 modules & counting

Vd OVHcloud @LostIn Britfany %\@



OVHcloud Terraform Provider

OVh - Provider Downloads All versions v
w &> Partner  by:ovh Downloads this week 4712
Downloads this month 4712
Downloads this year 51287
VERSION ®© PUBLISHED <> SOURCE CODE Downloads over all time 839388
0.26.0 15 days ago ©) ovh/terraform-provider-ovh v

https://registry.texrraform.io/providers/ovh/ovh/latest/docs

V¥ OvHcloud @LostInBrittany hE


https://registry.terraform.io/providers/ovh/ovh/latest/docs

OVHcloud Terraform Provider

O
¢

IR

Contributors 59 Releases 22

x 0 % @@é Q;o.zi.o
Geo%Q

+ 21 releases
+ 48 contributors

https://github.com/ovh/terraform-provider-ovh

\d OVHcloud ©@LostIn Brittany %@


https://github.com/ovh/terraform-provider-ovh

Demo: Using Terraform

w O\/Hcloud @ My customer account \ Contact Sales Webmail Support v Communities v OVHcloud Blog ?‘1%

Bare Metal Cloud  Hosted Private Cloud  PublicCloud Web Hosting & Domains  Enterprise  Ecosystem  About

(> Public Cloud> Managed Kubernetes (k8s)> Creating a cluster through Terraform English (GB) v

Creating a cluster
[> through Terraform

Creates a Kubernetes cluster through Terraform

Search OVHcloud documentation Q

https://docs.ovh.com/gb/en/kubernetes/creating-a-cluster-through-terraform/

Vd OVHcloud ©@LostIn Brittany @




Needed tools: terraform

X

Just announced | HashiConf Global full schedule: keynotes, sessions, labs & more.

HashiCorp

W Terraform b

%

Automate

_ Open Source
I nfrCI St ru u r/ Self-managed | always free

on Any Cloud

Provision, change, and version resources on any /

%

BN

https://www.terraform.io/

Vg OVHcloud ©@LostIn Brittany @



Kubernetes Operators
Helping to tame the complexity of K8s Ops

9 OVHcloud ©LostIn Brittany W



Taming microservices with Kubernetes
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What about complex deployments
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Specially at scale

Lots of clusters with lots and lots of deployments
V‘ OVHcloud @LostIanttang %@



That's just our case

 certified ]

 kubernetes i

We both use Kubernetes and
operate a Managed Kubernetes platform
V‘ OVHcloud @Laitrﬁarittnng W



Built over our Openstack based Public Cloud
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We need to tame the complexity Av
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Taming the complexity N\ 4
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Helm Charts are configuration

e

‘ g e 9

Ops / DevOps / SRE...

Human operafor

Operating is more than installs & upgrades
V‘ OVHcloud @Lost’IuBrittan'g w



Kubernetes is about automation

How about automating human operators?
Vd OVHcloud @LOS{IﬂBrittang %@



Kubernetes Operators

3 NM'-»MM

S Kubernetes
C}?gm%w

ﬁ?ﬁrﬁiaﬁ*

A Kubernetes version of the human operator
9 OVHcloud ©@LostInBrittany w



Building operators

€2 OPERATOR

Basic K8s elements: Controllers and Custom Resources
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Kubernetes Controllers

Keeping an eye on the resources
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A control loop
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They watch the state of the cluster,
and make or request changes where needed
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A reconcile loop

Strives to reconcile current state and desired state
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Custom Resource Definitions
Extending Kubernetes API
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Extending Kubernetes API
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By defining new types of resources
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Kubernetes Operator

Automating operations
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What's a Kubernetes Operator?

R Operator represents
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Example: databases
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Things like adding an instance to a pool,
doing a backup, sharding...
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Knowledge encoded in CRDs and Controllers

"

Emmg}} w‘iai‘ ;’w}.ﬁ
business iﬁj%@ i
CRDs & Controllers
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Custom Controllers for Custom Resources
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Operators implement and manage Custom Resources
using custom reconciliation logic
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Operator Capability Model

A\ OPERATOR
§ CAPABILITY MODEL
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Gauging the operator maturity
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That's all, folks!
Thank you all!
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