Server-side WebAssembly

Horaclio Gonzalez - @LostInBrittany

{copmmotion}

Noviembre 3-4-5, 2020

Online Tech Conference
: f OO

- Spanish edition -




Who are we?

Introducing myself and
introducing 6VH OVHcloud
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OVHcloud: A Global Leader

200k Private cloud
VMSs running

1 Dedicated laaS
Europe

30 Datacenters

Own
20Tbps
Netwok

with
35 PoPs

Hosting capacity :
1.3M Physical
Servers

360k
Servers already > 1.3M Customersin 138 Countries

deployed ' v
A
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OVHcloud: 4 Universes of Products

WebCloud

Baremetal Cloud Public Cloud Hosted Private Cloud

Standalone, Cluster w

General Purpose

Domain / Email A4 Compute Hosted Private Cloud W

Domain names, DNS, SSL, Redirect M K8S, IA1aas VMware

W4 OvHcloud

Email, Open-Xchange, Exchange

Collaborative Tools, NextCloud

PaaS for Web v
Mutu, CloudWeb
Plesk, CPanel

Paa$S with Platform.sh

Virtual servers

VPS, Dedicated Server

SaaS

Wordpress, Magento, Prestashop
CRM, Billing, Payment, Stats

MarketPlace

Support, Managed ¥

Support Basic
Support thought Partners

Managed services

SuperPlan
Game
Virtualization
Storage
DEYEENY
Bigdata

HCI

A\l

VDI Cloud Game

Network

VPS aaS

pCC DC

Virtuozzo Cloud

Wholesales

T2 >20e
T3>80e
T4 >300e
T5>600e

12KVA /32KVA

IT Integrators, Cloud Storage,

CDN, Database, ISV, WebHosting

High Intensive CPU/GPU,

Encrypt

KMS, HSM

Encrypt (SGX, Network, Storage)
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Baremetal Paas for
DevOps

Storage

File, Block, Object, Archive

Databases
SQL, noSQL, Messaging,

Dashboard

Network
IP FO, NAT, LB, VPN, Router,

DNS, DHCP, TCP/SSL Offload

Security

IAM, MFA, Encrypt, KMS

IA, DL
Standard Tools for Al, Al Studio,

IA laaS, Hosting API Al

Bigdata, ML, Analytics

Datalake, ML, Dashboard

SDDC, vSAN 1AZ / 2AZ
vCD, Tanzu, Horizon, DBaaS,
DRaaS

Nutanix
HCI 1AZ / 2AZ, Databases,
DRaas, VDI

OpensStack
IAM, Compute (VM, K8S)
Stortage, Network, Databases

Storage
Ontap Select, Nutanix File
OpenlO, MinlO, CEPH
Zerto, Veeam, Atempo

Al
ElementAl, HuggingFace,
Deepopmatic, Systran,
EarthCube

Bigdata / Analitics /| ML

Cloudera over S3, Dataiku,
Saagie, Tableau,

Hybrid Cloud v
vRack Connect, Edge-DC, Private DC

Dell, HP, Cisco, OCP, MultiCloud

Secured Cloud
GOV, FinTech, Retail, HealtCare
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Did | say WebAssembly?

Wasm for friends...
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WebAssembly, what's that?

W%‘m}i’?% W AST ? e of rept,
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A low-level binary format

| Cs}m?;%m [

Not a programming language

A compilation target
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That runs on a stack-based virtual machine

A portable binary format that runs on all modern browsers...
but also on NodeJS and elsewhere!! N 4
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With several key advantages

Fast £ E ggméfﬁfi 4
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But above all...

WebAssembly is not meant to replace JavaScript N 4
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Who is using WebAssembly today?

A ruroca

4, ® FIGMA

} UNREAL

ENGINE

&} unity

”‘ Gaagie Earth

And many more others...
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&

= i | Macromepia
Java | FLASH
Applets

A bit of history

Remembering the past
to better understand the present
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Executing other languages in the browser

MacromMeEDa

/Y

Java
Applets

A long story, with many failures... A 4
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2012 - From C to JS: enter emscripten

! c } - | CLANG |

Passing by LLVM pivot
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2013 - Generated JS is slow...

el s 4

-
’Mmt’} — ’mtﬁ — o |
| C i -)-i CLABNG wbju_vmi e 1L emscripten}-—» g_gm:js ’

{

YA
§

Let's use only a strict subset of JS: asm.js
Only features adapted to AOT optimization

AV
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WebAssembly project

moz:l/a

!5 Microsoft

Joint effort
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Server-side WebAssembly

Too good to not to use it

Ga'aVMw
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Solomon on Web Assembly

&, - Solomon Hykes ,
@solomonstre

If WASM+WASI existed in 2008, we wouldn't have needed to
created Docker. That's how important it is. Webassembly on
the server is the future of computing. A standardized system
interface was the missing link. Let's hope WASI is up to the
task!

@ Lin clark @linclark

WebAssembly running outside the web has a huge future. And that future
gets one giant leap closer today with...

¥ ) Announcing WASI: A system interface for running WebAssembly
outside the web (and inside it too)

hacks.mozilla.org/2019/03/standa...

9:39 PM - Mar 27, 2019 ©)

Q 19k O 792 people are Tweeting about this
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Solomon on Web Assembly

Solomon Hykes y
@solomonstre

“So will wasm replace Docker?” No, but imagine a future
where Docker runs linux containers, windows containers and
wasm containers side by side. Over time wasm might become

the most popular container type. Docker will love them all
equally, and run it all :)

@ Solomon Hykes @solomonstre

If WASM+WASI existed in 2008, we wouldn't have needed to created
Docker. That's how important it is. Webassembly on the server is the future
of computing. A standardized system interface was the missing link. Let's
hope WASI is up to the task! twitter.com/linclark/statu...

4:50 AM - Mar 28, 2019 O

Q 142 ) 52 people are Tweeting about this
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A very interesting feature set

Fast & ?g’ii“’*’fﬁi 7

Emscripten

Binogen

- Compiley -~bl M;”

@f% & {}@é%yé{?

—

WHY ONLY FOR THE WEB ¢¢

! lemory-sage £ g&ﬁéé@mg
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Features of Wasm
Why is everybody looking at it?
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Near native speed

Time normalized to rust-native latest

9 \

M| wasmer-dynasm latest @ local-machine-1
8 M| wasmer-llvm latest @ local-machine-1

M| wasmer-clif latest @ local-machine-1
. M| wasm-c-api-v8 7.4.288.11 @ local-machine-1

Ratio (less is better)

fannkuch fibonacci nbody sha1
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https://medium.com/wasmer/benchmarking-webassembly-runtimes-18497ce0d76e

Highly portable

It can be run almost everywhere...
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Readable and debuggable

Each . wasm file with it . wat companion file =
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Memory safe & secure

ok
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Running in a fully sandboxed environment - N 4
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Accepting many source languages

And more and more...
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Still a young platform...

But growing up fast!
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Native WASM types are limited

WASM currently has four available types:

e 132:32-bitinteger
164: 64-bit integer
£32:32-bit float
£64: 64-bit float

Types from languages compiled to WASM
are mapped to these types
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How can we share data?

Using the same data in WASM and JS?
Shared linear memory between them,
and serializing the data to one Wasm types N 4
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Solution is coming: Interface types

Beautiful description at: |
https://hacks.mozilla.org/2019/08/webassembly-interface-types Av

\'d OVHcloud {copemotion) @LostInBrittony



https://hacks.mozilla.org/2019/08/webassembly-interface-types

No outside access

By desigh, communication is done ‘
using the shared linear memory only N 4
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Solution exists: WASI

WASI

The WebAssembly System Interface

WASI is a modular system interface for WebAssembly. As described in the initial announcement, it’s focused on
security and portability.

WASI is being standardized in a subgroup of the WebAssembly CG. Discussions happen in GitHub issues, pull
requests, and bi-weekly Zoom meetings.

For a quick intro to WASI, including getting started using it, see the intro document.

The Wasmtime runtime’s tutorial contains examples for how to target WASI from C and Rust. The resulting .wasm
modules can be run in any WASI-compliant runtime.

For more documentation, see the documents guide.

%
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Mono-thread and scalar operations only

g;é?lig:%ﬁ: scolor
ope ro.tions

Not the most efficient way...
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Solution exists: SIMD

vlﬁfag%&a | scalar gi-{tﬁlﬁ ngwiai

ope ratio ng operation

Si@jgifz Ih‘éiﬁaﬁﬂim , Masﬁsi?ig Da%a.
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Solutions are coming too: Wasm Threads

St S e ey ST e L DR LTINS 2 e

{ gh&mﬁ Lmem F"Iem ‘J \

Threads on Web Workers
with shared linear memory
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Incoming proposals: Garbage collector

And exception handling
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The Bytecode Alliance
Taking WASM out of the browser

- BYTECODE
oo ALLIANCE

\'d OVHcloud {copemotion) @LostInBrittony



The Bytecode Alliance

“ BYTECODE
sl ALLIANCE

moz://a fastly
c:‘ RedHat
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Bytecode Alliance projects

Wasmiime

Web Assembly
Micre Runlime

(WAMR) Lucet
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Wasmtime

wasmtime

A standalone runtime for WebAssembly

A Bytecode Alliance project

Cl | passing ] zulip | join chat rustc ' 1.37+ j docs 0.19.0

Guide | Contributing | Website | Chat

Installation

The Wasmtime CLI can be installed on Linux and macOS with a small install script:
$ curl https://wasmtime.dev/install.sh -sSf | bash
Windows or otherwise interested users can download installers and binaries directly from the GitHub Releases page.

Example

If you've got the Rust compiler installed then you can take some Rust source code:

fn main() {
println! ("Hello, world!");

¥

and compile/run it with:

$ rustup target add wasm32-wasi

$ rustc hello.rs --target wasm32-wasi
$ wasmtime hello.wasm

Hello, world!
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Cranelift

Cranelift Code Generator

A Bytecode Alliance project

Cranelift is a low-level retargetable code generator. It translates a target-independent intermediate representation into executable machine

code.
(5 c1 Tpacsing [ESTRNPONNN ... =i ] e 7] coce o-coo

For more information, see the documentation.
For an example of how to use the JIT, see the SimpleJIT Demo, which implements a toy language.

For an example of how to use Cranelift to run WebAssembly code, see Wasmtime, which implements a standalone, embeddable, VM using
Cranelift.

Status

Cranelift currently supports enough functionality to run a wide variety of programs, including all the functionality needed to execute
WebAssembly MVP functions, although it needs to be used within an external WebAssembly embedding to be part of a complete
WebAssembly implementation.

The x86-64 backend is currently the most complete and stable; other architectures are in various stages of development. Cranelift currently
supports both the System V AMD64 ABI calling convention used on many platforms and the Windows x64 calling convention. The performance
of code produced by Cranelift is not yet impressive, though we have plans to fix that.

The core codegen crates have minimal dependencies, support no_std mode (see below), and do not require any host floating-point support,
and do not use callstack recursion. o '
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WebAssembly Micro Runtime

WebAssembly Micro Runtime

V4 OvHcloud

Build WAMR VM core | Embed WAMR | Export native function | Build WASM applications | Samples

A Bytecode Alliance project

WebAssembly Micro Runtime (WAMR) is a standalone WebAssembly (WASM) runtime with a small footprint. It
includes a few parts as below:

The "iwasm" VM core, supporting WebAssembly interpreter, ahead of time compilation (AoT) and Just-in-Time
compilation (JIT)

The application framework and the supporting API's for the WASM applications

The dynamic management of the WASM applications

iwasm VM core

key features

100% compliant to the W3C WASM MVP

Small runtime binary size (85K for interpreter and 50K for AoT) and low memory usage
Near to native speed by AoT

Self-implemented module loader enables AoT working cross Linux, SGX and MCU systems

Choices of WASM application libc support: the built-in libc subset for the embedded environment or WASI for
standard libc

Embeddable with the supporting C API's
The mechanism for exporting native API's to WASM applications

Multiple modules as dependencies

Thread management and pthread library

{copemotion)
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Lucet

A Bytecode Alliance project

Lucet is a native WebAssembly compiler and runtime. It is desighed to safely execute untrusted WebAssembly

programs inside your application.
Check out our announcement post on the Fastly blog.

Lucet uses, and is developed in collaboration with, the Bytecode Alliance's Cranelift code generator. It powers Fastly's

Terrarium platform.

(func $_start (type 7)
(local 320432 532 33D
global.get ©
i32.const 16
i32.sub
local.tee ©
global.set ©
call $_ wasilibc_init_preopen
332 .const 3
local.set 1
block 53 label = @1
block 55 label = @2
block 55 label = @3
block 53 label = @4
loop 553 label = @5

local.get 1
local.get © A

)

?,
2



Other runtimes

Runtimes, runtimes everywhere
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Wasmer

i\]’l Wasmer

i \\ ﬁw
| —— '
Gh}, — i.l any OS /
‘Ej e — e 4
Rvsti o Ajn# i: o wﬂ}
L]

Run any code* on any client... almost

* Languages compiling to WASM | Av
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Wasmer

&‘]1 Wasmer

Run or embed mﬂwixem super iigfh{ﬂegﬁ{: containers

based on Wasm

=FAST = ) Sandboxed

= WAST

B EBd & Cvona o
A2C2 E*j,h E’g

AN

/’\p Pluggable
wed y D W smerio
Wwosmero

LvM  Ceanelifl
Singlepass 0 wasmerio /wasmw

Multi platform
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Wasmer ecosystem

ﬁ‘ Wasmer @C@SBSTQm
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Wasmer ecosystem

i,ﬂ Wasmer GCDSBSTem

JS Wasmer.js
35 e e I 5 ﬁ‘ﬂ

B Wasieny
gi"if_ig%&g Ea&;gggjgg to WASI
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Wasm3

W, 3
Wasm3 -

Wasm3 v0.4.6 on i0S (armé64-v8a)
Build Feb 7 2020 21:48:53
Device: iPhonel0,4

@ wepm v0.4.7 @ () tests failing | license MIT Loading WebAssembly...

Running fib(40) on WebAssembly...
. . ) ) Result: 102334155
A high performance WebAssembly interpreter written in C. Elapsed: 4844 ms

Running fib(40) on Native C...

~ 8x faster than other known wasm interpreters Result: 102334155
Elapsed: 611 ms

~ 4-5x slower than state of the art wasm 3JIT engines

~ 12x slower than native execution

* Based on CoreMark 1.0 benchmark. Your mileage may vary.

Status

wasm3 passes the WebAssembly spec testsuite and is able to run many was1 apps.

Minimum useful system requirements: ~64Kb for code and ~10Kb RAM

wasm3 runs on a wide range of architectures ( x86 , x86_64, ARM, RISC-V, PowerPC, MIPS, Xtensa, ARC32,..)and
platforms:

° é Linux, == Windows, .’ OS X, ‘ FreeBSD

& Android, 8 i0S

= OpenWRT-enabled routers

) Raspberry Pi, Orange Pi and other SBCs

‘E’} MCUs: Arduino, ESP8266, ESP32, Particle, ... see full list
2O @ Browsers... yes, using WebAssembly itself!

wasm3 can execute wasm3 (self-hosting)
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Wasm3

The fasfest W@bhmmﬁfﬁ inferpreter

wasm inceplion

A
B el fssembly
e

& W é’& , @ wa.sm3 m.fe:rrfgim
self -hosting -
e C) wasm3/wasm3
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And even Wasm over GraalVM!

GraalVM. ALL ARTICLES I LEARN MORE

Announcing GraalWasm — a
WebAssembly engine in Graal VM

Aleksandar Prokopec
Dec 2, 2019 - 10 min read . 4 m n [ oo

We’re happy to announce the initial public work on GraalWasm — the

WebAssembly engine implemented in GraalVM. GraalWasm currently
implements the WebAssembly MVP (Minimum Viable Product)
specification, and can run WebAssembly programs in the binary format,
generated with compiler backends such as Emscripten.

Supporting WebAssembly expands the set of languages GraalVM can

execute with a whole other set of languages to the ones supported by
GraalVM and is further step towards making it a universal platform for
programming language execution. This feature was also highly requested

by the GraalVM community and we are happy to share our first results.
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Or in Kubernetes...

Krustlet: Kubernetes Kubelet in Rust for running WASM

& P4 This project is highly experimental. @& @A It should not be used in production workloads.

Krustlet acts as a Kubelet by listening on the event stream for new pods that the scheduler assigns to it based on
- specific Kubernetes tolerations.

# The default implementation of Krustlet listens for the architecture wasm32-wasi and schedules those workloads to run
ina wasmtime -based runtime instead of a container runtime.

Documentation

If you're new to the project, get started with the introduction. For more in-depth information about Krustlet, plunge

right into the topic guides.

Looking for the developer guide? Start here.

Community, discussion, contribution, and support

You can reach the Krustlet community and developers via the following channels:

e Kubernetes Slack:
o #krustlet

e Public Community Call on Mondays at 1:00 PM PT:
o0 Zoom

o Download the meeting calendar invite here
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Some examples IRL?

Like companies using these things

@8 clever cloud f@St[y
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Fastly works on the edge of the cloud

Edge compute
technology

Give your developers an edge

Extend the power of your core cloud to the edge, and empower
your teams to innovate. By moving data and applications as close to
your end users as possible, you can deliver fast, highly personalized
experiences to customers around the world. And now you can join

the private beta for Compute@Edge, our new serverless compute
environment built to take you further at the edge.

W4 OvHcloud



Clever Cloud FaaS infrastructure

WEB ASSEMBLY (WASM)

e8om/watch?v=wchehMIsu80

@& clever cloud
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https://www.youtube.com/watch?v=wchehMIsu80

Clever Cloud FaaS Infrastructure

@ clever cloud

Already used in internal projects
Able to execute complex loads
(neural networks models)
AV
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1150 ms

Clever Cloud FaaS Infrastructure

le ch t direct t depuis le site original
| 50 ms 100 ms 150 ms 200 ms 250 ms 300 ms 350 ms 400 ms 50 500 ms 550 ms 600 ms 650 ms 700 ms 750 ms 800 ms 850 ms 500 ms 1100 ms
Name ethod Status Domain Type Initiator Size Time Wat
| main.min.css 200 56.8 kB 86 ms
<> ET eve me: Other
;} lassets/stylesheets OK o 324 kB 34ms -
main.min.css 200 80 m:
<> GET b w B
lagsets/stylesheels OK 29 m
100 ms. 200 ms 300 ms 400 ms. 500 ms 600 ms. 700 ms 800 ms 900 ms 1000 ms 1100 m: 1200 ms 13¢ 1500 ms 1800 S 1900 ms. 2000 m 2100 ms 2200 ms 2300 ms
Name ethod ~ Staus Domain Type Initiator Size Time Waterfall
200 56.8kB 210ms
lolcat docu he ji——us]
ET OK ith ment Other 3oAkB| 1700
lolcathost  ~ document 4 =]

|.A '1A
v v

on met 130ms a la premiere requéte, parce qu'il faut boot la VM (9ms), la fork (1.5ms), puis
‘ clever cloud

L v

Blazing fast
@LostInBrittany

etablir la connexion TLS au backend

{copemotion)
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Clever Cloud FaaS Infrastructure

le site complet:

Name Method Status Domain Type Initiator Size Time Waterfall

sachant que mes VM s'executent sur un seul thread, j'ai pas parallélise ‘ clever cloud

Blazing fast N 4
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That's all, folks!
Thank you all!
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